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What’s the problem?

Enabled by digital technologies and fuelled by geopolitical competition, hybrid threats in the
Indo-Pacific are increasing in breadth, application and intensity. Hybrid threats are a mix of military,
non-military, covert and overt activities by state and non-state actors that occur below the line

of conventional warfare. The consequences for individual nations include weakened institutions,
disrupted social systems and economies, and greater vulnerability to coercion—especially from
revisionist powers such as China.

But the consequences of increased hybrid activity in the Indo-Pacific reach well beyond individual
nations. The Indo-Pacific hosts a wide variety of political systems and interests, with multiple centres
of influence, multiple points of tension and an increasingly belligerent authoritarian power. It lacks
the regional institutions and practised behaviours to help ensure ongoing security and stability. And,
because of its position as a critical centre of global economic and social dynamism, instability in the
Indo-Pacific, whether through or triggered by hybrid threats, has global ramifications.

Because hybrid threats fall outside the conventional frameworks of the application of state power
and use non-traditional tools to achieve their effects, governments have often struggled to identify
the activity, articulate the threat and formulate responses. Timeliness and specificity are problematic:
hybrid threats evolve, are often embedded or hidden within normal business and operations, and may
leverage or amplify other, more traditional forms of coercion.

More often than not, hybrid threat activity is targeted towards the erosion of national capability and
trust and the disruption of decision-making by governments—all of which reduce national and regional
resilience that would improve security and stability in the region.




What’s the solution?

There’s no silver-bullet solution to hybrid threats; nor are governments readily able to draw on
traditional means of managing national defence or regional security against such threats in the
Indo-Pacific.

Because of the ubiquity of digital technologies, the ever-broadening application of tools and practices
in an increasing number of domains, it’s evident that policymakers need better and more timely
information, the opportunity to share information and insights in a trusted forum and models of how
hybrid threats work (we provide one here). Exchange of information and good practice is also needed
to help counter the amorphous, evolving and adaptive nature of hybrid threats.

We propose the establishment of an Indo-Pacific Hybrid Threat Centre (HTC, or the centre) as a means
of building broader situational awareness on hybrid threats across the region.! Through research and
analysis, engagement, information sharing and capacity building, such a centre would function as a
confidence-building measure and contribute to regional stability and the security of individual nations.

While modelled on the existing NATO-EU Hybrid Centre of Excellence (CoE) in Finland, the centre
would need to reflect the differences between the European and Indo-Pacific security environments.
Most notably, that includes the lack of pan-regional Indo-Pacific security institutions and practice

that the centre could use. There are also differences in the nature and priorities assigned to threats by
different countries: the maritime domain has more influence in the Indo-Pacific than in Europe, many
countries in the region face ongoing insurgencies, and there’s much less adherence to, or even interest
in, democratic norms and values.

That will inevitably shape the placement, funding, and operations of an Indo-Pacific HTC.

A decentralised model facilitating outreach across the region would assist regional buy-in.
Partnership arrangements with technology companies would provide technical insight and support.
Long-term commitments will be needed to realise the benefits of the centre as a confidence-building
measure. The Quad countries are well positioned to provide such long-term commitments, while
additional support could come from countries with experience and expertise in hybrid threats,
particularly EU countries and the UK.

As with the NATO-EU Hybrid CoE, independence and integrity are paramount. That implies the
positioning of the Indo-Pacific HTC core in a strong democracy; better still would be the legislative
protection of its operations and data. Accordingly, we propose scoping work to establish policy
approval, legislative protection and funding arrangements and to seed initial research capability
and networks.
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criminal elements.

The immediate targets of motivated hybrid activity are typically non-traditional, in the sense that
government security apparatuses aren’t expected to manage and repulse them. Hybrid activity

takes advantage of other, easier targets and means of generating confusion and disruption at the
nation-state level: individuals may be targeted for repression or assassination; fishing vessels harassed;
intellectual property stolen; commercial advantage pillaged; researchers and journalists intimidated,;
ethnic communities hijacked; and elites co-opted for corrupt ends.

The Indo-Pacific region is particularly vulnerable. For example, it lacks the more practised security
frameworks, cooperative mechanisms and understandings present in Europe. There’s little shared
awareness and understanding of the nature and consequences of hybrid threats. The region is also
especially economically and demographically dynamic and socially diverse, featuring a number of

Introduction
Hybrid threats are a mix of military and non-military, covert and overt activities by state and non-state
actors that occur below the line of conventional warfare. Their purpose is to blur the lines between war
and peace, destabilise societies and governments and sow doubt and confusion among populations
and decision-makers. They deliberately target democratic systems and state vulnerabilities, often
leveraging legitimate processes for inimical ends, and typically aim to stay below the threshold of
detection, attribution and retaliation.? They’re the same activities that the Australian Government
attributes to the ‘grey zone’, involving ‘military and non-military forms of assertiveness and coercion
aimed at achieving strategic goals without provoking conflict.”®
Hybrid threats are increasingly of concern to governments as they grapple with the effects of digital
technologies, Covid-19 and an increasingly tense geopolitical environment. Ambiguous, evolving,
at the intersection of society, commerce and security, and transnational in character, hybrid threats
challenge and undercut ‘normal’ conceptions of security. Unmet, they stoke division and anxiety in
societies and states. They threaten to erode national security, sovereignty and societal resilience,
leaving nations and their people vulnerable to coercion, particularly by authoritarian states and

o

competing political systems and institutions.

That offers both challenge and opportunity. In this paper, we consider the nature of hybrid threats,
explore the threat landscape in the Indo-Pacific, turn our attention to the potential ‘fit’ of an
Indo-Pacific HTC and make recommendations for the way forward.

A number of the thoughts and insights incorporated in this paper emerged during ASPI’s consultations
with governments, businesses and civil society groups in the Indo-Pacific, as well as in Europe and the
UK. We thank those respondents for their time and insights.




The nature of hybrid threats

The international security environment is increasingly contested and complex. Traditional forms of
contest—conventional militaries and the tools of statecraft, such as diplomacy—are supplemented by
a broadening, evolving range of means of exerting influence, coercion and disruption. Those factors
often exploit technology, social inequalities and other sources of disruption, and often use existing,
legitimate measures to obscure or create vulnerabilities.

A simple model helps illustrate the complexity and dynamic nature of hybrid threats and the challenge
of managing them (Figure 1). The logic flow is as follows: driven by a particular motivation to achieve
advantageous outcomes of ambiguity, uncertainty, disruption or dissolution in the target state,

an adversary will use, exploit or disrupt a particular domain using a set of capabilities that it has
developed or deployed.

Figure 1: A model of hybrid threat behaviour

Adversary

(state, non-state actors)

Domain

(e.q. legal. infrastructure,
palitical, community)

Capabilities

(know-how, tools)

/
/ 0
\\ P . {\'g&"&
o Target i & &
[individuals, institutions, 0 &
norms) &

Outcomes: ambiguity,
uncertainty, disruption,
dissolution

Source: Diagram created by the authors.

Adversaries may be nation-states, non-state actors or partnerships of both. The focus here is on the
use of hybrid or non-conventional means as a tool of the state. Non-state actors or proxies, such

as hackers, propagandists for hire and private militias, may be used to obscure or directly support
nation-states’ aims.*
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Much of policymakers’ attention has been on the capabilities used—tools and techniques such as

cybertechnologies, social media disinformation and ‘wolf warrior’ diplomacy. Other tools include

investment, the co-optation of elites and political parties, corruption, theft, coercion and intimidation,

and weaponised legal disputes.® These are fast-changing behaviours facilitated by technical platforms

and skill sets—the same tools, attitudes and behaviours that underpin the digital economy, enable

innovation and facilitate free speech and political action.

Increasingly, the domains in which hybrid threat activity occurs are gaining attention. The Hybrid

CoE lists 13 instruments of national power,® all of which are areas in which hybrid tools may be

employed or directed. The number reflects the scope of the challenge, the complexity of nations and

the need for a level of granularity that enables targeted policy responses. That’s also evident in other

national responses to hybrid activities. For example, Australia’s Security of Critical Infrastructure Act

2018 enumerated 11 sectors as critical infrastructure.” Many, such as universities, food-distribution

networks and data storage and processing, hadn’t previously been considered as meeting

those criteria.

Another insight that may be drawn from the model in Figure 1 is that the adversary/domain axis

represents slower changing behaviours, often requiring sociopolitical and economic drivers for

change. For example, critical infrastructure is shaped by demographics, government regulation and

institutional funding, while standards development is a slow, institution-driven process. Moreover,

nation-state adversaries are longstanding, patient and persistent.

Table 1 sets out common hybrid threats, many of which were identified during consultations for this

paper. Some, if viewed in isolation and conducted non-clandestinely, wouldn’t raise strategic concerns

or could be managed using the ‘normal’ tools of defence and statecraft.

Table 1: Common hybrid threats

Type of activity

Definition

Abduction, detainment
and disappearance

The Chinese state kidnaps and forcibly repatriates people whom it considers to be
Chinese nationals, including from Western nations, and forcibly detains citizens
from other countries, including as ‘hostage diplomacy’®

Assassination

Since 2008, North Korea has been linked to at least six attempted and two
successful assassinations.? Assassination has been used, or attempted, by the
Russian regime against journalists, opposition figures, dissidents and former
intelligence officers.t

Co-optation

Authoritarian regimes and other hybrid threat actors may seek to co-opt elites,
decision-makers or community groups in order to suppress dissent, subvert
policy, entrench corruption, hide their activities or weaken democratic norms
and institutions.

Coercive diplomacy

Coercive diplomacy can be defined as non-militarised coercion or the use of
threats of negative actions to force the target state to change its behaviour.

Corruption

Corruption has both physical and psychological components. The physical aspects
involve the diversion of funds, resources or capability, including to the threat actor,
forillegitimate ends. The psychological component weakens trust in and the
integrity and purpose of processes, systems and institutions, and compromises
targets and accomplices.

Cyberattacks

Cyberattacks are unwelcome attempts to steal, expose, alter, disable or destroy
information through unauthorised access to computer systems.

2 |




Digital divide As flagged during consultations conducted for this report, the digital skills and
literacy divide between different areas in the Indo-Pacific constitutes a vulnerability
that may be exploited by threat actors as well as a potential impediment to
coherent responses by national governments and at the regional level.

Disinformation Disinformation is the intentional dissemination of false or deliberately biased,
exaggerated, distorted or unbalanced information with the intent of advancing
political or geostrategic objectives.

Economic coercion Economic coercion or sanctions are damaging economic behaviour by an initiating
government directed against a target government. Examples include blocking trade
and reducing market access through politically motivated administrative measures.

Espionage Traditional espionage and counterespionage have been enhanced through
technology, and cyber and signals intelligence enables access to national
systems and commercial secrets. Face-recognition technologies facilitate
the tracking of people across borders, and ‘internet of things’ devices enable
real-time surveillance.

Foreign interference Foreign interference is covert influence attempting to shape decision-making,
confuse debate and cloud, complicate and slow decision-making.

Human rights abuses Human rights abuses are direct or indirect violations of rights set out in the UN
Universal Declaration of Human Rights. Such abuses often exploit weaknesses in
institutions and offer vulnerabilities that can be exploited by threat actors.

Information operations | Linked to disinformation, information (or influence) operations involve the
collection of tactical information about an adversary as well as the dissemination
of propaganda in pursuit of a competitive advantage over the adversary.

Intellectual property Intellectual property theft involves robbing people or companies of their ideas,
theft research, inventions and creative expressions.
Lawfare The introduction and use of international and domestic laws to deter criticism and

gain support while managing repercussions from military action.

Militarisation of Artificial islands in the South China Sea have now been fully militarised and armed

contested islands with anti-ship and anti-aircraft missile systems, laser and jamming equipment and
fighter jets.

Mercenaries and The use of private contractors for the purpose of armed force, illicit activities and

private contractors hacking enables plausible deniability.

While civil society, its infrastructure and activities may be on the front line of hybrid threats, the
broader purpose of hybrid activity is to introduce ambiguity into decision-makers’ understanding

of their environment, drivers and priorities. Decision-making becomes more uncertain and easier to
disrupt, complicate and slow, exacerbating information and speed asymmetries to the advantage of
the attacker. Government becomes increasingly reactive. Often, government responses may protect
elites and neglect the effect of those responses on the more vulnerable among the general public
and in the wider economy. Trust in government institutions erodes, national purpose and resolve
are disrupted, and the institutions of state, the broader economy and society that may facilitate a
response are crippled.

That assessment aligns with definitions recognising that hybrid operations are directed not at the
military, but at people and populations.** However, confusion may arise when disruptive activities
are parallel to, or obscured by, legitimate activities, such as commercial competition, the sharing
and contest of ideas, research and publication of methods and outcomes, and technological
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innovation. Further, some activities, such as whistleblowing, vulnerability research and stress-testing
are fundamental to resilient systems and societies, and yet may threaten the interests of some in
institutions.

Consequently, motivation and intent define whether an activity is a threat. Typically, the outcome of an
attack or activity is uncertainty, ambiguity or disruption. Ultimately, however, the adversary is seeking
to undermine or counter the values and institutions of the targeted state, fraying its fabric and eroding
its capability.

Understanding, managing and denying hybrid threats requires us to appreciate all aspects in the
model and adapt the application of the model as behaviours emerge and change. A focus on a single
part (such as the ‘fast twitch’” of cyber or disinformation campaigns on social media) or on a single
adversary risks missing the overall, systems-level effects and the development of misaligned, even
harmful solutions. Nor is there a silver bullet ready to resolve the problem at a systems-of-systems
level, not least because of the continuously evolving, organic nature of actors’ intent, targets’
responses and threat behaviours.

This is best illustrated through an overview of the threat landscape in the Indo-Pacific, after which
we consider how an Indo-Pacific HTC could assist governments and communities to understand and
manage hybrid threats, and how that in turn contributes to regional stability and resilience.




The threat landscape

In this section, we provide a sketch of the hybrid threat landscape in the Indo-Pacific. The landscape
is increasingly messy and difficult to navigate, given the difficulty in attributing hybrid threat actions
by actors in the region. We first identify the primary actors in the region, before using case studies to
demonstrate the integrated use of tools to achieve certain objectives. We then identify key trends and
highlight areas for further research.

Actors and trends

From a review of the literature, three primary threat actors in the Indo-Pacific region emerge: China,
North Korea and groups affiliated with Islamic State (IS). Russia is also active in the region, but further
research is needed to determine the extent to which Russian activity can be defined as ‘hybrid threat’
activity. Other actors in the region have the capability to participate in these activities, but we’re not
yet seeing those actors conducting such activities at scale or with persistence. For example, Thailand’s
use of accusations of fake news!? and the Philippines’ use of troll farms®® show that those countries
have hybrid capabilities but lack the means of coercion or power projection inside and against other
states. The distinction drawn here is the use of hybrid threats against targets other than domestic
audiences, and situations in which conclusions about intent may be made.

That said, hybrid activity against domestic targets inherently weakens the capacity, resolve and
resilience of civil society and economic prosperity in those nations, so that can’t be disregarded in
the longer term. Moreover, the repression of domestic populations can have spillover effects into
other countries.

That’s apparent in the context of violent jihadist groups. The ongoing presence and disruptive activity
of such groups in Southeast Asia remains a major concern to those countries, not least because the
activities of the groups and the consequences of those actions generate additional vulnerabilities
and threaten state resilience. That said, it’s important to note that hybrid threats and terrorism aren’t
the same. Ambiguity is central to hybrid threats, but the perpetrators of terrorist acts often claim

responsibility for their acts.'* It’s the use of hybrid tools and tactics by nation-states and violent jihadist
groups that’s the focus here.

China

The strategic outlook of the Chinese Communist Party (CCP) on hybrid threats differs from the
conceptualisation of hybrid threats in the West. The CCP uses the lens of ‘Three Warfares in its
approach:

« Broadly, media warfare is the use of any and all types of media to influence public opinion and gain
support from domestic and international audiences for strategic objectives and military action.

+ Psychological warfare is the use of propaganda, deception, threats and coercion to affect the
enemy’s ability to understand situations and make decisions. Information operations, manipulation
and disinformation campaigns fall under this heading.

» Legal warfare (commonly referred to as ‘lawfare’) is the introduction and use of international
and domestic laws to deter criticism and gain support while managing repercussions from
military action.
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Firstintroduced in the 2003 document ‘Political Work Guidelines of the People’s Liberation Army’, the
Three Warfares framework draws on the 1999 book Unrestricted warfare written by two senior People’s
Liberation Army (PLA) officers. That book discussed the consequences of technology for a ‘revolution’
in military strategy, and there are indeed echoes of Sun Tzu’s The art of war in the Three Warfares
framework,'® in as much as it emphasises the desirability of waging and winning war without resorting
to armed conflict. As China scholar Peter Mattis has observed, the Three Warfares approach is about
protecting and consolidating political power, rather than military capability.!’

The Three Warfares framework broadly encapsulates the breadth of tools used by the Chinese state,
but their use in the pursuit of its objectives can be more nuanced, as illustrated in the case studies in
the next section. For example, psychological warfare encompasses a wide range of activities, including
the building of military bases and the establishment of permanent presences in contested areas. In
contrast to Western thinking, the CCP’s Three Warfares doesn’t distinguish between those military
activities, which are more akin to traditional ‘kinetic’ warfare, and information operations.

It would be misleading to think that Western states have no understanding or historical expertise in
hybrid activities. For example, the UK and the US developed particular hybrid capabilities during World
War Il against the Axis powers and the Cold War against the Soviet Union. That historical experience

is often overlooked by current policymakers and analysts, who then conclude that Chinese or Russian
state use of hybrid threats is somehow unique, novel and hard to come to terms with.

Similarly, other distinctions within the conceptualisation of ‘hybrid threats’ may be blurred in the
Indo-Pacific, with consequences for the emphasis and priority that countries (in this instance, China)
place on different tactics. To quote from Sun Tzu: ‘If you know the enemy and know yourself, you need
not fear the result of a hundred battles.’

China is the most widely reported actor in the region, when assessing incidents reported in major
media outlets. That’s not surprising, given China’s resources, its status as the largest trading partner
with all countries in the region and the subsequent impact that its actions have, all of which give it a
larger representation in the available data. But it also reflects purpose and intent: Chinese actions are
hardly coincidental. They tend to be orchestrated and directed by central CCP authorities and then
disseminated and amplified by multiple entities in the Chinese system.

Nor does this mean that other countries or actors, such as North Korea, Russia or IS-affiliated groups,
aren’t conducting operations, but merely that in those cases the data isn’t as readily accessible.

Further research, conducted by a dedicated HTC, is needed to better delineate and assess the full
spectrum of threat activity and the broader hybrid landscape.

In news cycles, it’s possible to identify increased cyberattacks and hacking activity targeting agencies
of government with which China has territorial disputes following major events in the South China Sea.
Similarly, economically coercive methods are employed following policy announcements that may
complicate or frustrate the Chinese state’s pursuit of its objectives.

The impact of different hybrid methods is difficult to quantify. Many such operations are conducted
at scale and with persistence and have longer term consequences. For example, one Taiwan-based
think-tank analyst reported that China is attacking Taiwan with up to 2,400 separate pieces of
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disinformation every day.'® Such long-term campaigns are insidious: they chip away at established
positions and erode trust in targeted governments.

Cyberattacks, maritime coercion and economic coercion are the primary escalatory measures used by
China against targets that are participating in activities contrary to the CCP’s interests. Their use raises
the risks associated with pushing back against Chinese behaviour, such as maritime aggression and
territorial expansion in the South China Sea.

However, some of China’s economic coercive methods have been counterproductive: Australia has
shown resilience in the face of sanctions being levied against eight key exports and has hardened
its resolve. It’s unclear whether that will result in a reduction of the use of those tactics by China or
spur other countries in the region to call out aggressive behaviour. At the least, however, Australia’s
experience and resilience against those particular hybrid threats from China demonstrate a failure
of effect from China’s hybrid action. That indicates that there are paths for effectively dealing with
such threats.

Online disinformation, which China regularly uses against Taiwan, can reach a large audience because
of the pervasiveness of internet use and the common language of the two countries. It may prove

less effective in a country with low internet penetration. For example, Solomon Islands has only
approximately 28.6% internet penetration'?; we would expect other hybrid means to be used there,
such as influence operations in community groups, economic incentives, diplomatic coercion and the
co-optation of elites.??

It’s also important to note that the accessibility of data on attacks differs according to the individual
country’s willingness to assess, understand and then call out behaviour. For example, there’s a lot

of data available from Australia and Taiwan, which makes it seem that those jurisdictions are the
largest targets. That could well be the case, but it’s likely that many incidents go unreported, given the
coercive methods that are deployed against states that do not go public, the less mature legislative
frameworks of some states, and less concern over the effects on companies and individuals.

Most hybrid activity incurs comparatively low cost and risk. Cyberattacks and disinformation
campaigns have been favoured, especially due to their ease of use, growing sophistication and
difficulty in attribution. That said, it’s noticeable how quickly Western intelligence agencies were able
to identify and attribute Russian cyber activity in the lead-up to the Russian invasion of Ukraine. This
is an example of successful counter-hybrid activity that can provide at least one model of success in
frustrating the goals of persistent hybrid threat actors.

A key characteristic of hybrid threats in the Indo-Pacific is the dynamic nature of the threats: they
oscillate between escalation and de-escalation to remain ‘under the radar’. As territorial disputes
escalate and as new technologies evolve, we can expect to see more hybrid threat activity occurring in
the region.

North Korea

The Democratic People’s Republic of Korea has regularly used hybrid threat tactics since the
conclusion of the Korean War. Pyongyang uses hybrid tactics to leverage outcomes pertaining
to its strategic goals—a direct consequence of its isolation and comparably inferior military and
political power,
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North Korea’s strategic objectives are much more limited than those of China: it aims primarily

for regime survival, while profits from its activities are used to fund government priorities.?! It’s an
expansionist power insofar as it would like to reclaim South Korean territory and reunify while keeping
its governing structure intact (for example, keeping the Kim dynasty in place and not democratising in
order to assimilate to South Korea’s governance system). Nonetheless, North Korea remains an acute
threat to security in the Indo-Pacific.??

As an actor, North Korea has proven adept at evolving along with new technologies—surprisingly so,
for such an isolated nation. Analysts estimate that North Korea’s cyber forces number some 7,000
personnel,?® including people working on disinformation and supporting criminal activities.**

The tactics used by hybrid threat actors differ according to their expertise and resources. North
Korea appears to favour cyberattacks coupled with regular testing of ballistic missiles to highlight
its capabilities, while stopping short of triggers that would invite further sanctions and direct
military confrontation.

Islamic State and IS-affiliated groups

Activities by IS and IS-affiliated groups targeting Indo-Pacific countries, primarily those with larger
Muslim populations, have been given impetus by the oppression of the Rohingya and Uyghur
communities by the Myanmar and Chinese governments, respectively, and the return to power of the
Taliban in a fractured Afghanistan opens further space for this type of extremist actor.

IS declared a holy war against China in July 2014 on the grounds that it was fighting against the
persecution of Uyghur Muslims in China’s northwest Xinjiang region.? Pro-IS Indonesian jihadist
groups (estimated to number around 18%) subsequently targeted Chinese Indonesians, whom IS

doesn’t consider to be distinct from Chinese nationals.?’

IS’s rhetoric highlighting the plight of the Uyghurs has slowed since 2017, and that’s been interpreted
as an effort to avoid provoking China and to help IS achieve its goals elsewhere.”® However, that
hasn’t translated into a significant reduction in threat activity in Indonesia, where pro-IS groups were
responsible for at least 14 terror attacks between 2016 and 2022. However, of the two attacks in
Indonesia in 2021, only one was lethal, and IS stated that it was targeting Christians.?

Militant violence remains a concern in the Philippines,®® and, while other separatist movements in
Thailand and Malaysia differ in ideology from IS,* IS can be expected to look to exploit the disruption
emerging from any conflict. IS and its affiliates also look to exploit disinformation and social media in
their campaigns against regional governments and institutions. For example, there are suggestions
that pro-IS groups have been responsible for pushing a variety of conspiracy theories asserting
Chinese influence over Indonesian leaders.*?

While IS and IS-affiliated groups are more sporadic and uncoordinated in their attacks in the region,
and are thus less effective in achieving their objectives, those groups remain a major security threat to
regional nations due to their use of lethal force. Moreover, IS and its affiliates are proving both resilient
and adaptive by adopting new tools of influence and coercion as those tools become available.

2 |




Russia

Russia warrants mention because of its long practice of using hybrid tools, particularly maskirovka
(Russian military deception),®® as well as its deep expertise in hostile cyber activity.

Putin’s war in Ukraine has sharpened Russia’s focus on Europe. However, Russian efforts at
disinformation are more widespread, appealing to audiences in the Indo-Pacific, Africa,** the Middle
East® and Latin America® that are disaffected with the West—its effort in India being a case in point®.
Notably, Russia is being aided and assisted in its disinformation and social media campaigns by
China,* which is seeking to use the situation in Ukraine to further its own goals.*

Russia continues to increase its cyber activity.*® Although that effort’s mainly directed at the US,
Europe and especially Ukraine, there are likely to be spillover effects, not least in response to
counterattacks,* and particularly as criminal elements seek to exploit any disruption.

In the longer term, Russia’s efforts to expand its influence in Southeast Asia have been limited, albeit
of concern.* Its greatest success has been with India, which sees Russian engagement as a means of
offsetting China and retaining India’s singular position with regard to the West.

14

Policy brief: Countering the Hydra: a proposal for an Indo-Pacific hybrid threat centre



Case studies

Case study 1: South China Sea

China’s principal objective in the South China Sea is to definitively claim and exercise sovereignty over
this large, strategically important maritime space, used by one-third of the global maritime shipping
trade.®* To achieve that objective—including through its refusal to accept the Law of the Sea arbitral
tribunal ruling in favour of the Philippines—the CCP has combined a number of hybrid activities.

Building artificial islands

China has built around 28 artificial islands in the South China Sea, some of which are now fully

militarised,** despite Beijing’s 2015 pledge not to do so0.*?

‘Little blue men’

Similarly to Russia’s use of ‘little green men’ in Crimea, fishing boats have been used to establish
Chinese control of areas in the South China Sea, supported by reserve forces such as the People’s
Armed Forces Maritime Militia (PAFMM).

From late 2019 to early 2020, more than 50 PRC-affiliated fishing vessels and PAFMM vessels were
escorted by China Coast Guard patrol ships in Indonesian-claimed areas in the southern South
China Sea.*®

Fishing and PAFMM vessels are primarily used to ‘buzz’ US Navy ships and ships of the navies of
countries that have territorial claims to the areas that China also claims. While such actions are a
means of making China’s presence felt rather than engaging in direct confrontation, and providing
China with a fiction to dismiss claims of militarisation, they risk escalation.

Military confrontation has occurred, as in 1988, when Chinese troops fired on Vietnamese Navy
personnel, who were moving construction material and raising a flag on the Johnson South Reef in the
Spratly Islands. Sixty-four Vietnamese soldiers were killed and nine captured.

On 14 March 2022, Vietnam chose to commemorate the anniversary of that battle*’—a possible signal

2 |

to the Chinese that the Vietnamese Government is now willing to assert maritime sovereignty over the
region despite increasing Chinese provocations.

Economic coercion

At the height of tensions in 2012 over Scarborough Shoal, which is around 150 nautical miles west of
the Philippines and over which both China and the Philippines claim sovereignty, China restricted fruit
imports from the Philippines.*® It subsequently offered extended economic cooperation to the Duterte
government in exchange for shelving the dispute.*




Cyberattacks

Cyberattacks from China increased in intensity and focus following developments in the South
China Sea. For example, in April and May 2019, there was an increase in cyber activity targeting the
Philippines®? following Philippines President Duterte’s threat that he would send his troops on a
‘suicide mission’ if Beijing didn’t stop harassing a Philippine-claimed island in the South China Sea.>!
FireEye, observing the overall Southeast Asia cyber landscape, found that events in the South China
Sea were reflected in ‘advanced persistent threat’ activity directed at government and military
institutions, as well as private companies.>

Lawfare

In 2009, China formally introduced a map that included a ‘nine-dash’ line delineating Chinese territorial
claims in the South China Sea. In 2013, the map was updated to include a 10 dash, drawn very close to
Taiwan and some Japanese islands that also hadn’t traditionally been claimed by China.

The maps have been unilaterally introduced by China to denote supposed historical claims to territory:
they have no basis in international law; nor do they reflect any international consensus on where
territorial boundaries lie. They represent an attempt to provide further legitimacy for simply ignoring
the Permanent Court of Arbitration’s 2016 ruling that China had contravened the Philippine’s sovereign
rights in the South China Sea and that China’s claims had no basis in the UN Convention on the Law of
the Sea or international law.

Result

Since 2015, China has extended its reach and permanent presence significantly in the South China
Sea, using hybrid tactics, and creating around 12.92 square kilometres (3,200 acres) of new land in the
region.>® It has managed to do that without inviting military intervention from any great power. It has,
therefore, been extremely effective in achieving its strategic goals in the region.

Case study 2: Doklam

The 2017 stand-off between Indian and Chinese troops in Galwan, Doklam is a classic case of hybrid
threat activity.

The Doklam Plateau is an important region cushioned between India, China and Bhutan but claimed
by both China and Bhutan. The plateau is important for India; it overlooks a 22-kilometre land corridor
connecting India’s northeastern states to the rest of the country. Control over the plateau would allow
China to gather intelligence on Indian military positions while also giving it the ability to cut off India’s
northeast from the rest of the country.

The 73-day stand-off began when Indian troops stopped Chinese troops from constructing a road in
Doklam. It ended with a disengagement agreement after both powers retreated and withdrew troops.
But the disengagement agreement didn’t result in a slowdown of infrastructure development and
troop movements along the disputed border. In June 2020, a clash occurred along the northern part
of the border, resulting in the deaths of 20 Indian soldiers; the number of Chinese military casualties
is unknown.
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Military presence and permanent bases

ASPI has found that China and India have both continued to build up military infrastructure and
presence along the disputed border.>* China’s construction accelerated following the 2017 stand-off
and continued into 2021. It has included new air bases and permanent air defence positions.
Infrastructure developments in the Doklam area include plans for more than 600 model villages in the
next few years.>

Cyberattacks

During the period of heightened tensions over the border crisis in 2020, China targeted Indian
Government websites and banking systems, raising the risk profile of engaging in the dispute for the
Indian Government.®®

Lawfare

Introduced in late 2021, China’s Land Border Law seeks to manage Beijing’s multiple land disputes in
its favour, stating that the government will ‘[take] effective measures to resolutely safeguard territorial
sovereignty and land border security, and prevent and combat any acts that damage territorial
sovereignty and land borders’. Its use is to legitimise sovereignty claims and military actions that arise
from disputes, including in Ladakh. Immediately before the law’s introduction, China released a list

of 15 ‘official’ names for areas in the Indian state of Arunachal Pradesh in an attempt to strengthen
Chinese territorial claims in the region.>”

Result

As we've noted, the Doklam dispute is ongoing. China has been successful in building up permanent
bases, but the risk of future clashes is high and will increase in intensity.




What are the consequences of inaction?

Frank Hoffman, writing in 2009, argued that we should pay less attention to terminology and more to
understanding the inchoate grey space occupied by hybrid threats.*® His call can only be reiterated:
hybrid activity across the region is increasing, its use is more widespread as a consequence of the
greater availability of means and tools and, in no small part as a result of increased reliance on
technology, more points of leverage in national societies and economies. Purpose and intent are
critical to interpreting hybrid activity, and it’s evident that a number of nations, and China in particular,
are harnessing hybrid tools and tactics to achieve strategic ends.

We don’t suggest that it isn’t possible for China to rise peacefully. It does appear, though, that core
ways of operating used by the CCP to gain and hold power inside China are now the normal tools of
the trade for projecting power externally, co-opting others to assist and advocate for CCP interests,
and silencing, dividing and coercing those who can’t be co-opted, whether they’re states, civil society
groups, corporations, international organisations or individuals.

Soit’s likely that hybrid threat activity will continue in the region, perpetrated by the actors that are
outlined in this document and others that haven’t been discussed. Those actors will continue to push
the boundaries of acceptable behaviour while their position changes in the region, while continuing to
engage in activities to further their objectives which are deemed unacceptable and undermine existing
legal systems.

We consider that a regional HTC focused on collecting data, understanding the nature of hybrid
activity, examining trends, shedding light on actor behaviours and building capacity will contribute to
Indo-Pacific stability and security. Such a centre has a clear role in contributing to confidence-building
measures that can alleviate tensions and misunderstandings that could potentially trigger conflict.
Moreover, it could help governments, institutions and regional organisations to build networks, shared
awareness and resilience that can help withstand the corrosive effects of hybrid threats.

The establishment of a regional HTC will signal its participants’ support for national sovereignty and
the rules-based order, the UN Charter and the UN’s Universal Declaration on Human Rights. That’s
particularly pertinent in the region, given China’s unwillingness to accept international jurisprudence
or arbitration on its claims in the South China Sea®*—despite the Chinese state being one of the
developers of and signatories to the UN Convention on the Law of the Sea. Chinese behaviour sets a
dangerous precedent that, if continued, will distort the system of international norms. We need greater
international pressure to buttress rules that protect states’ freedoms and sovereignty. Part of the task
is improved information and a shared understanding of the nature and consequences of hybrid threat
activity, which can be offered by a trusted, independent centre of analysis.

The consequences of inaction will be a systematic undermining of the configuration of the
international system, an inability to arbitrate between claims made for sovereignty in the region, and
the extended use of hybrid tools that fly under the radar because there’s little or no research dedicated
to uncovering them. It’s the duty of states in the region to protect their interests and offer pushbackin
order to evolve progressively without capitulating to stronger, coercive powers.

Forgoing the opportunity to establish such a centre will encourage the continued behaviour of the
more aggressive hybrid actors, such as China, as well as new entrants, adding to the overall sense of
chaos, uncertainty and disruption in the Indo-Pacific. Given the centrality of the Indo-Pacific region for
global economic prosperity and geostrategic stability, that will have global consequences.

18

Policy brief: Countering the Hydra: a proposal for an Indo-Pacific hybrid threat centre



The opportunity for a hybrid threat centre in the
Indo-Pacific

The discussion in this paper illustrates the increasingly contested nature of the Indo-Pacific
environment. Competitive behaviours, especially through hybrid and grey-zone activity, will continue
to grow in scope and scale. And, because of the dynamic nature of the Indo-Pacific and its centrality to
global prosperity and stability, the consequences of hybrid threats will be more extreme. Nonetheless,
we can learn from responses elsewhere, not least where they’ve been tried and tested.

Europe, both at the national level and through the EU and NATO, has the most mature and developed
approach to understanding and countering hybrid threats. Most notable is the establishment of the
European/NATO Hybrid Centre of Excellence (CoE) based in Helsinki in 2017.

The Hybrid CoE is notable for its decentralised nature; its scope covering civilian and military domains;
its emphasis on the hostile use of hybrid tools; its focus on building participating states’ capability; its
ability to allow member nations to share information and coordinate action; its support from its host
government; its existing depth of research capability; and the autonomy of its researchers.

However, the Hybrid CoE has to contend with a considerably different security environment than
exists in the Indo-Pacific. In particular, the Indo-Pacific has a more fragmented security architecture,
which is a product of different historical experiences and politics. There’s no regional equivalent of
NATO, the Organization for Security and Co-operation in Europe or the EU. The relationships, practice
and shared awareness built through those institutions enabled and supported the establishment of
the Hybrid CoE. Existing organisations, such as ASEAN are deliberately limited, or, like APEC, lack the
structural bracing and practice needed to bear additional weight or emerging challenges to security
and prosperity.

The Indo-Pacific’s fragmented strategic architecture reflects the multipolarity of regional power
centres and threat actors in the region. As we've illustrated, the actor of greatest concern as an

exponent of hybrid threat activities is China: it has the strongest motivation, greatest capability and an
established history and practice of using hybrid activity for its strategic and political ends. But many
nations use hybrid tools for domestic ends, and a number of the states in the Indo-Pacific continue

to experience longstanding internal insurgencies or their after-effects, such as in Mindanao in the
Philippines and the Naxal insurgency in India.

There are also differences in national, even cultural, perceptions of the threat arising from hybrid
warfare. States will interpret threats differently, depending not simply on geographical proximity and
regional security architecture, for example, but on their own socio-economic cohesion and military
capability.®

Some have argued that what Western analysts describe as hybrid threats are simply business as usual
in Asia, pointing to internal insurgencies and traditions such as that of Sun Tzu.®* However, the use of
hybrid tools and tactics has always formed part of warfare, whether by relatively weak or revisionist
actors. Moreover, in a globally connected environment, we can expect that actors will learn from each
other, spurring innovation and increased breadth and intensity of activity.




Geography makes a difference, too. The nature of the maritime environment in the Indo-Pacific exerts
a greater influence on the nature of hybrid threats than can be found in the more continental focus
of Europe.®?

In short, there isn’t yet a regional consensus that hybrid threats pose a risk to broader security and
resilience. That extends to the values being protected. The Hybrid CoE has an explicit adherence to
democratic principles in its mission and work. During our consultations, many of our respondents

warned that such an explicit adherence would impede regional acceptance of an Indo-Pacific HTC.

There are strong reasons to be sceptical about such a position. For all that a number of states are wary
of democratic forms and disciplines, they nonetheless benefit from democratic norms and institutions
as anchors for the global rules-based order.

In particular, nations that are beset by hybrid threats such as encroachments on maritime sovereignty,
insurgencies and economic coercion and that are vulnerable to some of the drivers that may be
exploited by hybrid threat actors, such as digital inequality and low cyber maturity, stand to gain most
from the work of such a centre. That’s particularly the case if the centre were to engage in information
exchange and capacity building.

So, to establish value and trust, the Indo-Pacific HTC will need a clear set of principles that support and
protect the integrity of its research, its work and the interests of its members, supporters and funding
partners. While those principles need not be explicitly democratic, they’ll necessarily reflect the same
principles that underpin democratic institutions.

That also places the location of a centre in a strong democracy. That doesn’t exclude a decentralised
structure: a regional network is critical to understanding the hybrid threat environment, enabling
organic growth and acceptance, and capability building among member nations and organisations.
But assurances based on strong governance arrangements such as those afforded in democracies
(@and, potentially, legislative protection such as the Hybrid CoE receives under Finnish law) will be
critical to the centre’s independence and integrity.

All those concerns and differences present both challenges and opportunities for a new institution
that’s directed at meeting some of those emerging challenges, and especially its establishment.
Accordingly, we suggest the following proposal.
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The proposal for an Indo-Pacific hybrid threat
centre

The Indo-Pacific HTC will be a centre of expert insight and analysis and will act as a coordinating point
for research, dialogue, capacity building and advice on hybrid threats in the region.

The establishment and successful operation of the centre presents an opportunity to build increased
resilience against hybrid threats in the Indo-Pacific through deepening understanding of hybrid
activities, sharing trusted information about those threats, and building skills and expertise to
strengthen analysis and policy responses to the threats.

Because many of the threats are enabled by technology, close coordination with technology
companies and developers will make a key contribution to the centre and the value it’s able to provide
to the region, its members and its clients.

The broad approachis setin Figure 2.

Figure 2: Proposed approach
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The Indo-Pacific HTC will undertake research, both its own and commissioned. It will engage with
researchers, governments and technology platforms across the Indo-Pacific to build a better
understanding of hybrid threats, to identify hybrid threat actors and their activities, and to map the
domains, tools and effects of hybrid threats in the region.

Empirical research will be generated through interactions with the policy communities in member
governments and through public consultation and capacity building, and will be generated internally
by its experts and networks of experts (Figure 3). The creation, nurturing and maintenance of its expert
network is a key task for research and insights as well as for helping to build a community and shared
awareness of the hybrid threat environment. Similarly, data collection and the sharing of insights and
responses between members will be a critical service of the centre in support of regional security

and stability.




Figure 3: Proposed interactions
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The establishment of the centre will take some time, not least because partners will need to be found

to secure long-term, sustainable funding. The necessary first step after or as part of policy approval

will be securing seed funding: a concept in operation, rather than simply on paper, is needed to attract

more support and collaborators.

A projected, and rather ambitious, schedule is set out in Figure 4. Time needs to be allowed

for consultation and finding founding partners. We suggest, however, that an initial offering be

constrained to partners willing to invest in the founding principles of the centre: independence

and integrity.
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Figure 4: Projected time frames

Source: Diagram created by the authors.
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It’s worth noting that the Hybrid CoE is the product of considerable preparatory work within the

constructs of its enabling and supporting institutions—NATO and European Union—facilitated by

shared processes, structures and relationships. That’s not the case in the Indo-Pacific, which presents

both challenges and opportunities.

First, there’s the opportunity for the Indo-Pacific HTC to help bridge existing efforts to build

architecture in the Indo-Pacific, particularly where there are overlapping spheres of purpose.

« Forexample, support for such a centre by the Quad could help the latter’s engagement within the
region and aligns with its purpose of building regional stability and resilience. An arrangement such
as the Quad provides reach, but also reflects the crossover nature of the threats in focus: hybrid
threats, left unattended, can harm economic prosperity, while economic weight can itself be used in
a hybrid context.

Second, it opens opportunities for new models of support and funding. Specifically, because many
hybrid threats leverage or exploit technology platforms, a public-private partnership with major
platforms should be pursued.

« Hybrid threats are already recognised as areas of major concern by a number of the large
technology companies, often as an extension of cybersecurity and disinformation efforts. For
example, Microsoft’s Threat Intelligence Center recently published on the hybrid war in Ukraine,%
while Google’s Threat Analysis Group focuses on the use of technology for malicious purposes
by governments.®*

Support by the technology companies would also facilitate technical support and expertise by the
centre, strengthening its own offering and contribution to informed government policymaking and
planning. Technology companies are often more aware of threat activity than governments, due to the
use of their products and services and breadth of connectivity.



https://blog.google/threat-analysis-group/how-were-tackling-evolving-online-threats/
https://blog.google/threat-analysis-group/how-were-tackling-evolving-online-threats/

An alternative approach to establishment may be an initially decentralised model in which existing
centres of expertise in the region are funded separately. Different countries may choose to focus on
different concerns, reflecting extant expertise but areas of national interest. For example, Australia
could focus on disinformation, Japan on critical infrastructure, and Singapore on maritime activities.

Such an alternative, decentralised approach would enable the incubation of research capacity while
reflecting areas of specific national concern and so encouraging regional participation. It may also help
deflect criticisms about a clearly identified HTC being ‘anti-China’.

An incremental, decentralised approach, however, risks losing a whole-of-region perspective and the
sharing of awareness and information that the European experience has found to be of great value in
understanding and responding to current and emerging hybrid threats.

Governance

The independence and integrity of the Indo-Pacific HTC will be critical to its success. That will require
a strong constitution, independence of funding, strong governance arrangements, an inclusive, critical
research culture, and protection by its host nation, plus a commitment to the centre’s apolitical nature.

+ Inthe case of the Hybrid CoE, that’s been assured by the Finnish Government embedding in its own
laws the autonomy and inviolability of the Hybrid CoE, its operations and its information and data.
There’s good reason to follow that example.

The Indo-Pacific HTC will need a governing board. It will need to allow for representation of founding
members, and a means of inclusion of members joining after its establishment, without any loss of its
independence or compromise to its integrity.

That may mean a form of association, rather than membership. After all, the point is to build a
community to contribute to regional stability and a shared awareness of hybrid threat activity.

Similarly, care will need to be taken to ensure that the centre’s research and analysis aren’t seen as
being influenced by donors. The main means of avoiding that perception is to allow support to the
general budget rather than specific projects and to have clear governance arrangements over its
internal research program and over any grants the centre may offer to regional researchers as part of
its network and capacity building.

Funding

Precisely because of the lack of supporting architecture and an institutional base in the Asia-Pacific,
the centre will need a strong, resilient and sustainable base, including during its seed phase.

In the Indo-Pacific, there are considerably fewer ready sources of funding support directed at
pan-regional and multidisciplinary initiatives than in Europe. The travel and engagement demands
on the Indo-Pacific HTC will be considerably higher. Moreover, the centre will need to invest in
research, analytical and capacity-building capability across a highly diverse range of maturity,
institutions, cultures and threat priorities. Last, the value of the centre and its integrity will rest on its
independence—and that includes sustained funding.
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We aren’t opposed to performance measures being used to assess the outcomes and performance of
the centre—but with the caveat that sufficient time must be allowed for the centre to realise outcomes.
The establishment and nurturing of matured capability, expertise, insight and analysis can take a
decade or two. To that end, we recommend that the centre receive sufficient funding—a sustainable
base—committed annually, and indexed, for a minimum of 10 years.

That sustainable base will need to be assessed, but it shouldn’t require the centre’s management
and staff to have to constantly fundraise to undertake core tasks. And sufficient funding needs to

be allowed for considerable travel and outreach across the region. That’s in recognition of simple
geography (the Indo-Pacific covers a large section of the Earth’s surface), the comparative immaturity
of security institutions that could otherwise be leveraged, and the need to cultivate the networks
critical to engagement, situational awareness, data collection and capacity building.




Next steps

The details needed to establish an Indo-Pacific HTC are beyond the scope of this paper and will require
considerable consultation with potential host governments, like-minded supporters and founders, and
partners, including in the non-government and commercial sectors.

We recommend seed funding for the purpose of scoping the centre. Once that’s done, the
implementation path set out above can come into play.

However, we would urge early action and endorsement: hybrid activity continues to increase in the
region, and an Indo-Pacific HTC could make a significant difference to regional resilience and stability.

Last, through our brief analysis, we consider that there are some areas ripe for early research by a

future centre that would benefit regional awareness and security, including:

« continued tracking and mapping of the full spectrum of hybrid threat activity in the region

« identifying triggers for hybrid activity, interactions of different activities and escalation (for example,
how the use of disinformation campaigns may imply other campaigns in maritime harassment,

lawfare or economic coercion).
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